3apeructpupoaHo B MuHiocte PO 19 deBpans 2010 r. N 16456

SENEPAINbHASA CNYXXBA NO TEXHUWYECKOMY U 3KCNOPTHOMY KOHTPOIJIIO

NMPUKA3
ot 5 heBpansa 2010 r. N 58

OB YTBEPXXOAEHNU NONOXEHUA
O METOAAX U CMMOCOBAX 3ALWLNTbI NH®OPMALIMXA B UHOOPMALIMOHHbIX
CUCTEMAX NEPCOHAIbHbIX AHHbLIX

B cootBetctBMM ¢ nyHkTOM 3 [MonoxeHus o6 obecneveHun 6e30nNacHOCTU NepcoHarnbHbIX OAaHHbIX NPU KX
obpaboTke B WHMOPMALMOHHBIX CUCTEMAX MNEepCOHamnbHbIX [AaHHbIX, YTBEpPXAeHHoro [locTaHoBneHnem
MpaButenbctea Poccunckon ®epgepaumm ot 17 Hos16pst 2007 r. N 781 (CobpaHune 3akoHogaTenbcTBa Poccumnckom
depepaumu, 2007, N 48, ct. 6001), npukasbiBato:

YTBepauTe npunaraemoe [lonoxeHne o metogax m crnocobax 3awwmTbl MHOpMauMM B MHPOPMAaLMOHHBIX
cucTemMax nepcoHarnbHbIX AaHHbIX.

OupekTop ®enepansbHOm CnyxoObl
Nno TeXHNYECKOMY

N 3KCMOPTHOMY KOHTPOJIIO
C.rPMrorpoB

MpunoxeHue
K Mpukaszy PCTIOK Poccum
ot 5 cpeBpansa 2010 r. N 58

MNONOXEHUE
O METOAAX U CNMMOCOBAX 3ALWLNTbI NH®OPMALIMXA B UHOOPMALIMOHHbIX
CUCTEMAX NEPCOHAIbHbLIX OAHHbLIX

|. O6bwue nonoxeHus

1.1. Hactoswee lMonoxeHne paspabotaHo B cooTBeTCTBMU C NonoxeHnem o6 obecneyeHnm 6e3onacHocTu
nepcoHanbHbIX AaHHbIX NPU NX 00paboTke B MHPOPMALMOHHBIX CUCTEMAX MEPCOHAamNbHbLIX AaHHbIX, YTBEPXKAEHHBLIM
MoctaHoBneHnem [lpaButensctBa Poccuiickon ®egepaumm ot 17 Hosibpa 2007 r. N 781 (CobpaHue
3akoHogartenbcTBa Poccunckon egepaumm, 2007, N 48, ct. 6001), n ycTaHaBnmBaeT MeToAbl U CNOCcobbl 3aLUMThI
nHdopmaumm, npumMmeHsiemble Ans obecneyeHus Ge3onacHOCTM NepcoHanbHbIX AaHHbIX Npu ux obpaboTtke B
NMH(OPMALIMOHHBIX CUCTEMAXx MepcoHanbHbIX AaHHbIX (4anee - MHPOPMALMOHHbIE CUCTEMbI) FOCYAapCTBEHHbIMU
opraHamu, MyHMUUNanbHbIMW OpraHamu, pUANYeCKUMU UNn OU3NYECKUMN NuuaMn, opraHmsylowmnMm n (Mnm)
OCYLLECTBMAOWMMM 0BpaboTKy MnepcoHarnbHbIX AaHHbIX, a Takke OfnpedensownumMn Lenm n cogepxaHue
06paboTkn NepcoHarnbHbIX AaHHbIX (danee - onepaTop), UK NULOM, KOTOPOMY Ha OCHOBaHMKU AOroBopa onepartop
nopy4aet 06paboTKy nepcoHarnbHbIX JaHHbIX (Aanee - yNnoTHOMOYEHHOE NULLO).

B HacTosiwem [lonoxeHun He paccmaTtpuBaroTca BoMNpockl obecneyeHust 6e30nacHOCTM NepPCOoHanbHbIX
OaHHbIX, OTHECEHHbIX B YCTAHOBMEHHOM MOpPSAAKe K CBEAEHUAM, COCTaBMAIOWNM rocyAapCTBEHHYIO TalHy, a Takke
BOMPOCHI MPUMEHEHUS KpunTorpadu4ecknx MeTogoB 1 cnocoboB 3aluTbl HOPMaLnK.

1.2. K meTtogam u cnocobam 3aimTsl MHpopMaumum B MHPOPMALMOHHBIX CUCTEMAX OTHOCATCS:

MeToAbl U cnocobbl 3awmuThl MHpopMauun, obpabaTbiBaeMon TEXHUYECKMMU cpeacTBaMy MHAOPMaLMOHHOW
CUCTEMBI, OT HECaHKLMOHNPOBAHHOIO, B TOM YMCIe Cny4anHoro, AocTyna K nepcoHanbHbIM AaHHbIM, pe3yrnbTaToM
KOTOpPOro MOXeT CTaTb YHUYTOXEHWe, Wu3MeHeHue, OnokumpoBaHMe, KOMMpoBaHMe, pacnpocTpaHeHue
nepcoHanbHbIX OaHHbIX, @ Takke WHbIX HECaHKUMOHMPOBAHHbIX AENCTBUA (ganee - MeTodbl U CnocoObl 3almThl
NMHOPMaLMM OT HECAHKLMOHMPOBAHHOIO AOCTYNa);

MeTodbl M CMOcoObl 3awuTbl pedeBoV MHGOPMaUMM, a Takke WMHGOpMauuu, NpeacTaBneHHOW B BuAe
WH(POPMATUBHBIX 3MEKTPUYECKUX CUrHAmNoB, (U3NYECKMX nornen, OT HeCaHKUMOHMPOBAHHOMO JocTyna K
nepcoHanbHbIM JaHHbIM, Pe3ynbTaTOM KOTOPOro MOXET CTaTb KONUpoBaHWe, pacnpocTpaHeHWe nepcoHarbHbIX
OaHHbIX, @ TaKkKe MHbIX HECAHKLMOHUPOBAHHbIX AEWCTBUN (Oanee - MeToAbl U CcNOcoObl 3alnTbl MHopMaLmMn oT
YTEYKN MO TEXHUYECKUM KaHarnam).

1.3. [lns Bbibopa 1 peanusauum MeToaoB U cNocoboB 3aLnTbl MHGOPMaLMKU B MHOPMAaLMOHHON cucteme
onepaTopoM UMM YrnofHOMOYEHHbIM NIMLOM MOXET Ha3HayaTbCHA CTPYKTYpHOE noapasferneHne unu OomKHOCTHoe
nunuo (paboTHUK), OTBETCTBEHHbIE 3a obecneveHne 6e30MacHOCTU NePCOHarbHbIX AAHHbIX.




Ina Bbibopa n peanusauunm MeTOOOB M CMOCOOOB 3alinThbl MHOpMaumm B MHAOPMALMOHHOM cucteme
MOXeT MpuBMNeKaTbCs oOpraHu3auus, uMerowas OGOPMIIEHHYH) B YCTAaHOBMIEHHOM MOPSAKE JIMUEH3MI0 Ha
OCyLeCTBMNEeHne AeaTeNbHOCTN N0 TEXHUYECKON 3aLmTe KoHUaeHUMansHoON Hopmauum.

1.4. Boibop n peanusauuss MeTofgoB M CrnocoboB 3almTbl MHOPMALUM B MHAOPMALUNOHHOW CUCTEME
OCYLLECTBMAKTCA Ha OCHOBE onpegensieMblX OnepaTtopoM (YMOSTHOMOYEHHbIM fWUOM) yrpo3 6Ge3onacHocTu
nepcoHarnbeHbIX AaHHbIX (MOAENN Yyrpo3) U B 3aBUCMMOCTHM OT Knacca MH(POPMaLMOHHOW CUCTEMBI, ONpeaeneHHoro
B cooTBeTcTBUM C [lopsagkom npoBedeHus knaccudukaumm MHGOPMAaLMOHHBIX CUCTEM NEPCOHANbHbIX AaHHbIX,
yTBepxaeHHbIM [Mpukazom ®CTOK Poccum, CB Poccum n MuHmHgpopmessasn Poccumn ot 13 depana 2008 r. N
55/86/20 (3aperunctpuposaH MuHioctom Poccnn 3 anpens 2008 r., pernctpaumoHHbin N 11462).

Mopenb yrpo3 paspabaTtbiBaeTcsl Ha OCHOBE METOAMYECKUX OOKYMEHTOB, YTBEPXAEHHbIX B COOTBETCTBUM C
nyHkToM 2 [NloctaHoBneHus MNpasuTtensctBa Poccunckon ®enepaunm ot 17 Hosi6pst 2007 r. N 781.

1.5. BbibpaHHbIe 1 peanv3oBaHHble METOAbI U CNOCOOLI 3aLLUTLI MHpOpMaLUK B MHOPMAaLMOHHOW cucteMe
OOMMKHbI obecneunBaTb HeWTpanusaumio npegrnonaraembix yrpo3 6€30MacHOCTM NEpPCOHarbHbIX AaHHbIX MpU KX
06paboTke B MHOPMALMOHHBIX CUCTEMax B COCTaBe CO3JaBaeMol OnepatopoM (yMOSTHOMOYEHHBIM JIULIOM)
CUCTEMBbI 3aLUUTbI MEPCOHanNbHbIX AaHHbIX.

II. MeToabl 1 cnocobbl 3aLnTbl MHGOPMAaL MK
OT HECAHKLIMOHMPOBAHHOIO JOCTYna

2.1. MeTtogamu n cnocobamm 3almTbl UHPOPMALIMKN OT HECAHKLMOHNPOBAHHOIO A0CTYMNa SABMSKOTCA:

peanu3aums paspelunTernbHON CUCTeMbl [orMycka nonb3oBaTtenen (obcnyxuBallwero nepcoHana) K
WH(POPMAaLIMOHHBIM pecypcaM, WMHPOPMALMOHHON CUCTEME U CBSI3aHHBIM C €e WCMNofMb3oBaHMeM paboTam,
OOKYMEHTaM;

OrpaHuM4eHne [ocTyna nonb3oBaTenen B MOMELleHUsl, T4e pasMelleHbl TeXHUYeckne CcpencTea,
MO3BOMNAIOLLME OCYLLECTBNATE 06paboTKy NepcoHanbHbIX AaHHbIX, @ TaKKe XpaHATCS HOCUTENM nHdopmaumm;

pasrpaHuyeHme OocTyna nonb3oBaTenen u obCnyXMBatLEero nepcoHana K MHOPMaUUOHHBIM pecypcam,
nporpaMmHbIM cpeactBaM 06paboTku (Nnepegaymn) v 3awmnTsl MHpopmaumw;

pervctpaunst 4eVCTBUIA Nofb3oBaTenen u 06cnyXmnBarLero nepcoHana, KOHTposb HECaHKLUMOHNPOBAHHOMO
AocTyna u AenicTBUi nonb3oBaTenemn, o6CnyxmBaroLero nepcoHana n NOCTOPOHHNUX N,

y4YeT 1 XpaHeHVe CbeMHbIX HocuTenen nicopmanmn n nx obpaiieHve, uckniyawLee XuLeHne, NogMeHy 1
YHUYTOXEHUE;

pes3epBMpoBaHne TEXHUYECKNX CPeACTB, AybnupoBaHMe MacCcMBOB N HOCMTENen nHpopmauuu;

ncnonb3oBaHve CpeacTs 3awnTbl MHOPMaLMW, NpoLweawnx B YCTaHOBIIEHHOM NMOpsiAke npouenypy OLeHKK
COOTBETCTBMUS;

NCMNOMb30BaHMe 3aLlMLLEHHbIX KAHaNoB CBA3W;

pasMeLleHne TEXHUYECKUX CPeacTB, MO3BOMSAILIMX OCYLLECTBATL 00paboTKy nepcoHanbHbIX AaHHbIX, B
npegenax oxpaHsaemown TeppuTopum;

opraHusaumsa uanyeckon 3aliMTbl MOMELLEHUA UM COOCTBEHHO TEXHUYECKMX CPEeACTB, MO3BOMSHOLMX
ocyLecTBNATL 06paboTKy NepCcoHanbHbIX AaHHbIX;

npegoTBpalleHne BHeApeHUs B MHOPMALMOHHbIE CUCTEMbI BPEAOHOCHbBIX MporpaMM (MporpaMmm-BUpycoB)
W NpOorpamMMHbIX 3aKnagok.

2.2. B cucteme 3awWmTbl NepcoHanbHbIX AaHHbIX MH(OPMAaLMOHHOW CUCTEMbI B 3aBMCMMOCTM OT Kracca
MHPOPMALIMOHHOW CUCTEMbI U KUCXoAss U3  yrpo3 ©He3onacHOCTM NepcoHanbHbIX  AaHHbIX, CTPYKTYpbI
MHOPMALIMOHHOW CUCTEMbI, HanMUuMs MEXCEeTEeBOro B3anMMOAEWCTBUS U pexmMMoB 06paboTkM nepcoHanbHbIX
OaHHbIX € UCMNOMb30BaHWEM COOTBETCTBYIOLIMX MeTo4oB M cnocoboB  3awmtbl  MHOpMauum  OT
HeCaHKLMOHMPOBAHHOIO [JOCTyNa peanu3ylTca (yHKUUM ynpaBreHus OOCTYNOM, perncrpauumn un yyera,
obecneyeHns LEeNOCTHOCTU, aHanM3a 3allMLeHHOCTN, obecneyeHms 6e30nNacHOro MeXCceTeBOro B3aMMoa4encTBums
1 oOHapyXXeHWs BTOPXKEHUN.

MeToabl 1 cnocobbl 3aLnTbl MHGOPMaLMM OT HECAHKLMOHMPOBAHHOIO JOCTyNa, obecneyunBatolime yHKLMKN
ynpaBreHnss AOCTYNoM, peructpaumm u y4yeta, obecnedyeHus LEeNoCTHOCTM, aHanu3a 3alULLEeHHOCTH,
obecneyeHns 6e3onacHOro MeXxceTeBoro B3aMMogencTBMs B 3aBUCUMOCTHM OT Kracca MHOPMaLNOHHOW CUCTEMBI
OnpeaensioTcs onepaTtopoMm  (YNONTHOMOYEHHbLIM fMLOM) B COOTBETCTBUM C MNPUMIOXKEHWEM K HacToswemy
MonoxeHuto.

2.3. B nHMOPMAaLMOHHBIX CUCTEMAaX, UMEIOLLMX NOAKMYeHne K MHAOPMaLMOHHO-TENEKOMMYHUKaLNOHHBLIM
CeTaAM MexXayHapogHoro wuHGOpMauMOHHOrO obmeHa (ceTsiM  CBA3M  0OOLWero nonb3oBaHWst), wunu npwm
PYHKLUMOHNPOBAHMKN KOTOPbIX NPEAYCMOTPEHO UCMOfMb30BaHNE CbEMHbIX HOCUTENEN MHOpMaLuK, UCNOMb3YTCH
cpencTBa aHTUBUPYCHOW 3aLUMThI.

2.4. MNpw B3aNMOAENCTBUM MHPOPMALMOHHBIX CUCTEM C MHPOPMALMOHHO-TENEKOMMYHUKALNOHHBIMWU CETAMM
MeXAyHapoa4HOro MHGOpPMaUMOHHOrO obMeHa (ceTamMu cBA3KM obLiero nosfb3oBaHWs) Hapsgy C MeTogamu U
cnocobamu, ykasaHHbIMM B MyHKTe 2.1 HacToswero NonoXeHUs, OCHOBHbIMW MeToA4aMu 1 cnocobamu 3almThbl
NMHGOPMAaLIMM OT HECAHKLMOHMPOBAHHOIO JOCTYNa ABMNSOTCS:

MEeXCeTeBOE 3KpaHNPOBaHMWE C LENbH0 yNpaBeHus 4OCTYNOM, uUnbTpaummn ceTEBbIX NAKeToOB U TPAHCASLMK
CeTeBbIX aApecoB ANS CKPbITUSA CTPYKTYPbl MH(POPMALMOHHON CUCTEMBI;

oBHapyXeHne BTOPXEHUN B UHEOPMALUMOHHYIO CUCTEMY, HapyLlaloWwMX UM CO3L4alLMX Mpegnochiiky K




HapyLUEeHMWIO YCTaHOBMNEHHbIX TpeboBaHui no obecneveHunto 6€30MacHOCTU NepCoHarnbHbIX AaHHbIX;

aHanm3 3aWwmLWeHHOCT MHAOPMAaLUOHHBIX CUCTEM, Npeanonararwuin NPUMEHEHE CneLanm3npoBaHHbIX
NporpaMMHbIX cpeacTB (CkaHepoB 6e30nacHOCTH);

3awmTa nHdopMaLmmu Npu ee nepegade no kaHanam CBA3w;

UCMOMb30BaHNe CMapT-KapT, SMEKTPOHHbIX 3aMKOB M APYrux HocuTernem uHdopMauuu ans HagexHou
noeHTnmkauumn n ayteHTudukaumm nonb3oBarteneu;

NCnonb30BaHWe CpeacTB aHTUBMPYCHOW 3aLUUThI;

LleHTpann3oBaHHOE yrnpaBreHne CUCTEMON 3aLUUTbl NePCOHarbHbIX AaHHbIX MHAPOPMALNOHHOW CUCTEMBI.

2.5. lMopkntoyeHne MHAOPMAUMOHHBIX CUCTeM, obpabaTbiBaloLmMx rocyaapCTBeHHblE MHGOPMALMOHHbIE
pecypcbl, K WH(OOPMALMOHHO-TENEKOMMYHUKALMOHHBIM CETAM MeXAyHapoaHOro MHAOPMAaLMOHHOTO obmeHa
OCyLLLeCTBMSIETCS B cOOTBETCTBUM € YKa3om [lpesngeHta Poccuickon depepaumm ot 17 mapta 2008 r. N 351 "O
Mepax Mo obecneyeHnto wHdoOpMaUMOHHON 6Ge3onacHocTn Poccuiickon ®degepaumm Npyv UCMNOMNb30BaHUM
NH(OPMALIMOHHO-TENEKOMMYHUKALWOHHBIX CeTEeN MeXAyHapogHoro uHdgopmauyuoHHoro obwmeHa" (CobpaHue
3akoHogartenscTBa Poccuiickon ®Pepepauun, 2008, N 12, c1. 1110; N 43, cT. 4919).

2.6. Onsa obecneyeHms 6e3onacHOCTV NEPCOHarbHbIX AAHHbIX NPY NOAKIOYEHUN MHAOPMALMOHHBLIX CUCTEM
K MHOPMaLMOHHO-TENEKOMMYHUKALMOHHBIM CETAM MEXAYHapOAHOro MHgopMauuoHHoro obmeHa (ceTam CBSA3U
obLero nonb3oBaHWA) C Lenbi nonyyvyeHns oblieaoCTynHOM MHOpMauunM noMMMO METOOOB U Cnocobos,
yKasaHHbIXx B nyHkTax 2.1 un 2.4 Hactoswero [MonoxeHusi, NPUMEHSIIOTCS CheayloLlimMe OCHOBHblE MeToAdbl U
cnocobbl 3alnTbl UHOPMaLMK OT HECAHKLIMOHMPOBAHHOIO AOCTYyNa:

GunbTpauma  BXOAAWMX (MCXOOSAWMX) CeTeBblX MNakeToB MO MpaBunam, 3adaHHbIM  OnepaTtopoM
(YNnoNHOMOYEHHBIM NMLOM);

nepnoanyeckuin aHanua ©6e30MacHOCTU YCTaHOBIIEHHbIX MEXCETEBbIX 3KPAHOB Ha OCHOBE wMUTaLUK
BHELLHUX aTtak Ha MHPOPMALMOHHbBIE CUCTEMBI;

aKTMBHbIN ayauT 0e30MacHOCTU MH(OPMALUOHHOM CUCTEMbI Ha npeameT OOHapyXeHuss B pexunme
pearnbHOro BpeMeHu HeECaHKLVMOHMPOBAHHOM CETEBOWN aKTUBHOCTY;

aHanM3  nNpuHMMaemMom N0  MH(OPMALMOHHO-TENEKOMMYHMKALMOHHBIM ~ CETAM  MEXOYyHapOAHOro
NMHpOpMaLMOHHOro obmeHa (ceTsM CBSA3M OOLWIEro nonb3oBaHWsA) MHAOpPMaLMKW, B TOM YMCNEe Ha Hanudmne
KOMMNbIOTEPHbIX BUPYCOB.

[na peanusauuun ykaszaHHbIX METOLOB M CNOCOOOB 3aLuUTbl MHOPMALUN MOTYT NPUMEHATBECS MEXCETEBbIE
3KpaHbl, CUCTEMbl OOHApPYXeHMS BTOPXEHMMW, CPEeACTBa aHanv3a 3allULLEHHOCTM, CheuManmM3mpoBaHHble
KOMMMEKChI 3alUnThl U aHanus3a 3awuLLEeHHOCTH MHdopMaLuu.

2.7. Ana obecneyveHms 6e30nacHOCTU NEepPCOHanbHbIX AaHHbIX MPU yaaneHHOM A0CTyne K MHAhOpMaLNOHHOM
cucTemMe 4vepes MHPOPMALNOHHO-TENEKOMMYHUKALMOHHYIO CETb MEXAyHapoAHOro MHGOPMaLMOHHOrO obmeHa
(ceTb cBA3M 0OLWEro Nonb30BaHMsA) MOMMMO METOOOB M CNOCOOOB, ykasdaHHbIX B MyHkTax 2.1 u 2.4 HacTodAwero
lMonoxeHnsi, NPUMEHSIOTCS  crnefylolme OCHOBHble MeToAbl W cnocobbl  3awmTbl  WHdOpMauum  OT
HeCaHKLMOHUPOBAHHOIO JAOCTyna:

npoBepka MOAJSIMHHOCTM OTnpaBuTenst (yganeHHoro nonb3oBaTens) M LEMOCTHOCTM NepefaBaeMbiX Mo
NHOPMALIMOHHO-TENEKOMMYHUKALMOHHON CETU MEXAYHapOAHOro MH(OPMaUUOHHOrO oOOMeHa (CeTu CBsA3n
o6LLero Nonb3oBaHWs) 4aHHBIX;

yrnpaBneHne JOCTYNoM K 3aLlmLiaemMbiM NepCoHanbHbIM aHHBIM MHCOPMAaLMOHHON CeTy;

nucnonb3oBaHue aTpmbyToB 6e3onacHoCTuU.

2.8. [Ona obecneyeHnss Ge30MacHOCTU MNepcoHanbHbIX AaHHbIX MPUM  MEXCETEBOM B3aUMOLENCTBUU
OTAENbHbIX UH(POPMALMOHHBIX CUCTEM Yepe3 MHEPOPMALMOHHO-TENEKOMMYHUKALMOHHYK CETb MEXOYHapOAHOro
nHdopmaumoHHoro obmeHa (ceTb CBS3M OOLWEero nonb3oBaHWsl) MOMMMO METOAOB WM CMOCOOOB, yKa3aHHbIX B
nyHkTax 2.1 n 2.4 Hactoqawero MonoxeHus, MPUMEHAOTCA CriefyoLliMe OCHOBHbIE MEeTOAbl M CMOCOOb! 3alumThbI
NMHGOPMAaLMM OT HECAHKLMOHMPOBAHHOIO JOCTyNa:

co3gaHve KaHana cBsau, obecneunBaroLLEro 3aWwnTy nepegaBaemon MHpopmauuy;

OCYLLECTBMEHNE ayTEeHTMdMKaAUMN  B3aMMOLEWCTBYIOLWNX  MHOPMALMOHHBIX CUCTEM U MpoOBepkKa
NOAMMHHOCTM Nonb3oBaTenemn 1 LeNoCTHOCTU NepeaBaemMblX AaHHbIX.

2.9. [Ona obecneyeHus ©e30MacHOCTM MepcoHalnbHbIX [aHHbIX MPU  MEXCETEBOM B3aMMOAENCTBUU
OTOENbHbIX MH(OPMALMOHHBLIX CUCTEM pasHbIX OMepaTtopoB 4epe3 MH(OPMaLNOHHO-TENEKOMMYHUKALMOHHYIO
ceTb MeXayHapogHoro MHGOPMAaLMOHHOIO obMeHa (CeTb CBA3M 06LWEero nonb3oBaHWsl) MOMMMO METOAOB U
cnocoboB, ykasaHHbIX B MyHKTax 2.1 u 2.4 HacToswwero [onoxeHns, NpUMEHSAITCS cneayoLne OCHOBHbIE MeToAbI
1 cnocobbl 3amnTbl MHPOPMAaL MU OT HECAHKLIMOHMPOBAHHOIO A0CTyna:

co3faHuve KaHana cBs3un, obecneymBaloLLEero 3awnTy nepegasaemMon nHpopmayuu;

ayTeHTUdMKauma  B3aMMOOENCTBYIOLIMX  MH(POPMALMOHHLIX  CUCTEM M MpOBEPKA  MOAJIMHHOCTU
nonb3oBaTenen n LenoCTHOCTY NepeaaBaeMblX AAHHbIX;

obecneyeHve NpegoTBpaLLEHNST BO3MOXHOCTM OTpULI@HUS nosib3oBaTenieM dakTa OTrnpaBKyM NepcoHarnbHbIX
OaHHbIX ApyroMy nosib3oBaTenio;

obecneyeHve npenoTBpaLLEeHUss  BO3MOXHOCTM  OTpULAHWS  Monb3oBaTeneM  dakra  nonyvyeHus
nepcoHarnbHbIX AaHHbIX OT APYroro nonb3oBaTens.

2.10. ObMeH nepcoHarnbHbIMU JAHHLIMU NpU MX 06paboTke B MHPOPMAaLMOHHBIX CUCTEMAX OCYLLECTBIAETCS
Nno KaHanam CBSi3W, 3alimMTa KOTOpbIX obecneynmBaeTcs nyTemM peanu3aumyM COOTBETCTBYHLLUX OpraHM3aunoHHbIX
mMep 1 (Mnn) NPUMEHEHNS TEXHUYECKNX CPEaCTB.




2.11. ToakntovyeHne MHMpOPMaLMOHHON CUCTEMBbI K MHGOPMAUMOHHOMW CUCTEME ApYroro kracca unm K
NHHOOPMALIMOHHO-TENEKOMMYHUKALMOHHON CeTU  MEeXOyHapOAHOro MHGOpPMaUUOHHOTO obMeHa (ceTu CBs3n
o6LLero nonb3oBaHKs) OCYLLECTBMSAETCH C UCMOSNb30BAHUEM MEXCETEBbBIX SKPAHOB.

2.12. TNporpammHoe obecneyeHne CpPeAcTB 3aluTbl MHAOPMAaUUKU, NMPUMEHSIEMbIX B WH(OPMALMOHHbBIX
cuctemax 1 kracca, NpOXOAMT KOHTPOSb OTCYTCTBUSI HEAEKITapUPOBaHHbIX BO3MOXXHOCTEN.

HeobxoanmocTb npoBefeHUs KOHTPONsS OTCYTCTBMS HeLEeKapupOBaHHbIX BO3MOXHOCTEN MNPOrpaMmHOro
obecneyeHnss cpeacTB 3awuTbl MHGPOPMAaLMK, NPUMEHAEMbIX B MH(OPMALMOHHBIX CUCTEMax 2 u 3 Knaccos,
onpegenseTcs onepaTtopoM (YnOfTHOMOYEHHbIM FIULIOM).

2.13. B 3aBucuMocTn oT ocobeHHocTen 0bpaboTkn NepcoHarnbHbIX AaHHbIX U CTPYKTYPbl MHPOPMALIMOHHBIX
cucteM  MoryT  paspabatbiBaTbCA M NPUMEHATbCS  Apyrve  MeToAdbl  3awuTbl  MHopmauum ot
HeCaHKUMOHMPOBAHHOIO JOCTyna, obecneuynBawlme HeWTpanusaumio yrpo3 6e30nacHOCTU  NepCcoHarbHbIX
OaHHBbIX.

[ll. MeToabl 1 cnocobbl 3aWwmTbl MHGQOPMaL MK
OT YTEYKM NO TEXHNYECKUM KaHanam

3.1. 3awuta peuyeBon wHPOPMaLMM U UHGOPMAUUW, NPEACTaBNEHHONW B BuAe WHAOPMATUBHLIX
ANEKTPUYECKNX CUTHANOB U (PU3NYECKMX MONENn, OCYLLeCTBsSeTca B Chnydasix, Korga npu onpeneneHumn yrpos
6e30nMacHOCTU NepcoHanbHbIX AAaHHbIX U (POPMUPOBAHUM MOAENU Yrpo3 MPUMEHMUTENbHO K MH(OPMaLMOHHON
CUCTEME SABMNAKOTCH aKTyanbHbIMU YrpO3bl YTEUYKN aKyCTUYECKOW peyeBOoV MHopMaunn, yrposbl yTEYKM BUOOBOW
WMHopMaLnMM 1 yrpo3bl YyTEUKU MHOPMALUKU MO KaHanam nobOYHbIX 3MEKTPOMarHUTHbIX U3MNy4YeHU U HaBOAOK,
onpefeneHHble Ha OCHOBE METOAMYECKUX [AOKYMEHTOB, YTBEPXAEHHbIX B COOTBETCTBUM C MYHKTOM 2
MoctaHoeneHus MNpaeutensctBa Poccuiickon Pepgepaumm ot 17 Hosbps 2007 r. N 781.

3.2. [InA UCKIMIOYEHMS YTEYKM MEePCOHasbHbIX OAHHbLIX 32 CYET MOOOYHBIX 3MEKTPOMArHUTHBIX U3MNYyYeHUn 1
HaBOAOK B MHGOPMALMOHHBIX cuctemax 1 Krnacca MOryT MpUMEHATBCS creaylowme MeToabl U cnocobbl 3almThl
MHopMaunn:

NCNonb30BaHUE TEXHNYECKUX CPEACTB B 3alUULLEHHOM UCMOSTHEHNUN;

ucnonb3oBaHWe cpeacTB 3alnTbl MHOPMaL MK, NPOLIEeALNX B YCTAHOBIEHHOM nopsake npoueaypy OLeHKn
COOTBETCTBMS;

pasmelleHne 00BHEKTOB 3aLLMTbl B COOTBETCTBUM C MPEANMCaHMEM Ha SKCMyaTauutio;

pasmelleHne MOHMXKAKLWNX TpaHCHOPMATOPHbBIX MOACTAHUUN 3MNEKTPONUTAHUA U KOHTYPOB 3a3eMIieHus
TEXHUYECKNX CPEACTB B NMpeaenax OXpaHseMon TEPPUTOpuK;

obecneyeHre pas3Bsa3KU Lenen ANEeKTPOnUTaHUs TEXHUYECKUX CPeacTB C MOMOLLBH 3aLlMTHbIX (PUNbTPOB,
GrokvpyloLwmx (NoaaBnAwLWmUX) MHOPMATUBHBIVA CUTHAT;

obecneyeHne 3NMeKTPOMarHUTHOM PasBA3KM MeXAy NMUHUSMW CBA3M M APYTMMU LEensiMu BCrOMOraTesnbHbIX
TEXHUYECKNX CpeacTB M CUCTEM, BbIXOAAWMMU 3a npefenbl OXpaHsaemMon Tepputopuu, U NMHEPOPMAaLMOHHBLIMU
uensMu, No KOTopbIM LIMPKYNMpYeT 3aliuiiaemMast MHopmauus.

3.3. B uHdopmaumoHHbIX cuctemax 2 knacca anst obpaboTkm MHpopMaumm MChnonb3yrTcs CpeacTBa
BbIYMCIIUTENBHOW TEXHWKW, YOOBMETBOPSOLLME TpebOBaHMAM HaUMOHAMNbHbLIX CTAHAAPTOB MO 3NIEKTPOMAarHMTHON
COBMECTMMOCTHU, N0 6€30MacHOCTUN 1 IProHOMMYECKMM TpeboBaHUAM K cpeacTBaMm oTobpaxeHus nHdopmauum, no
CaHMTapHbIM HOpMaMm, NPeabABNAEMbIM K BUAEOAMCMNEHbIM TEPMUMHANaAM CPEACTB BblYUCIIUTENBHON TEXHUKMW.

3.4. Tpu npyMmeHeHn B MHPOPMAaLMOHHbIX cUcTeMax (OYHKLMKN rofIOCOBOro BBOAA NEPCOHAaNbHbIX AAaHHbIX B
WH(POPMALIMOHHYKD  cucTeMy unM  (OYHKLMXM  BOCNPOU3BEAEHMS MHAOPMALUM  aKyCTMYECKMMU CpencTBamMum
WMH(POPMALIMOHHBIX CUCTEM ANst MHADOPMALMOHHOM cuCcTeMbl 1 Knacca peanu3ylTcss MeTOA4bl M CnocoObl 3alnThl
akycTuyeckon (peyeBoi) MHopmaumm.

MeTtogbl M cnocobbl 3awmMTbl aKyCcTUYeckow (peyeBon) MWHopMaumMyM 3aknyalTcs B peanusauuun
OpraHM3auMoHHbIX W  TEXHWYECKMX Mep pfAns  obecneyeHus 3BYKOM3ONAUMM  Orpaxkgarolmx  KOHCTPYKUWUWA
noMmelleHun, B  KOTOPbIX pacrnonoxeHa WHPOPMALMOHHAA CUCTEMa, UX CUCTEM  BEHTUNAUuM U1
KOHOMLMOHMPOBAHWSA, HE MO3BOMSOWEN BECTU NpoChylIMBaHWE akycTU4eckon (pedeBon) WHopmauun npwu
ronocoBOM BBOAE MEPCOHarbHbIX AaHHbIX B MHOPMALUOHHOW CUCTEME UMM BOCnpomssedeHun nHdopmalmu
aKyCTUYeCKUMU cpeacTBaMMu.

BenuuvHa 3ByKOM3OMALMM ONpedensdeTca OnepatopoM WCXOOA W3 XapaKTepPUCTMK MOMELLEHMUS, ero
pacnonoxeHust 1 0CobeHHOoCcTen 06paboTkn NepcoHanbHbIX AaHHbIX B MHOPMALIMOHHOW CUCTEME.

3.5. PasmelwleHne ycTpoMcTB  BblBOAa  WH(oOpmaumu  CpeacTB  BblYUCIUTENBHON  TEXHUKW,
WH(POPMALIMOHHO-BLIYUCIIUTENBHBLIX KOMIMIIEKCOB, TEXHUYECKMX Ccpeacts obpaboTkM rpaduyveckon, BUOEO- U
OYKBEHHO-LM(POBON MHOPMALMN, BXOOALWMX B COCTAB MHPOPMALMOHHONW CUCTEMBI, B MOMELLEHUSIX, B KOTOPbIX
OHW YCTaHOBIIEHbI, OCYLLECTBNAETCA Takum obOpa3oM, 4ToObl Oblna UCKMYeHa BO3MOXHOCTb MPOCMOTpa
NOCTOPOHHMMM NMLIAMM TEKCTOBOW U rpadon4eckon BuaoBou MHhopMauun, cogepxallen nepcoHanbHble JaHHbIe.

MpunoxeHue




Kk MNonoxeHuto

0 MeToax u cnocobax 3aluThbl
MHdopMaLnn B MHPOPMaLIMOHHBIX
cucTemMax NepcoHarnbHbIX JaHHbIX

METOAbI 1 CMOCOBbI SAWNTbBI UHPOPMALINA
OT HECAHKUMOHMPOBAHHOIO JOCTYMA B 3BABUCMMOCTW OT KITACCA
NH®OPMALIMOHHOWN CUCTEMbI

1. Metogbl n cnocobbl 3awmuTbl MHGPOPMALMM OT HECaAHKUMOHMPOBAHHOINO AOcCTyna And obecneyeHus
6e3onacHOCTV MNepcoHanbHbIX AaHHbIX B WMHMOPMAUMOHHBLIX cucTemax 4 knacca v uUenecoobpasHocTb MX
NpUMeHeHWs onpeaensTCs onepaTopoMm (YNOHOMOYEHHBLIM fMLOM).

2. Metogpl 1 cnocobbl 3awuTbl MHMOPMaLMM OT HeCaHKLUMOHMPOBAHHOIO AocTyna, obecneuusaroLine
dyHKUMM ynpaBneHuss 4OCTYNoMm, perncrTpaumm u yyeta, obecneveHms LenocTHocT 1 6e30nacHOro MexceTeBoro
B3aMMOAEeNCTBMA ANns MHOPMaLMOHHbBIX cucTeM 3 Knacca.

21. [Ona wHMOPMaUMOHHBIX cucTeM 3 knacca npu OAHOMONb30BATENbCKOM pexume 06paboTkm
nepcoHanbHbIX AaHHbIX NPUMEHSIOTCS CReayoLwWwmne OCHOBHbIE MeTOoAbl M cnocobbl 3alnTbl MHPOPMaLUK:

a) ynpaBneHue OOCTYNOM:

naeHTudmrKaums n Nnposepka NOASIMHHOCTU Nonb3oBaTens nNpu BXo4e B CUCTEMY MH(POPMAaLMOHHON CUCTEMBI
Mo Naposio YCNOBHO-NOCTOSHHOIO AENCTBUS ANUHOM HE MeHee LWeCTN ByKBEHHO-LM(POBLIX CUMBOSIOB;

0) perncTtpaums n yyer:

pernctpaums Bxoga (Bbixoda) nonb3oBaTens B CUCTEMY (M3 cUCTEMbl) NMBO perncrTpaumst 3arpysku u
MHUUManusaunM onepaumoHHOW CUCTEMbl U ee NPOrpaMMHOro ocTaHoBa. Pernctpaums Bbixoga U3 CUCTEMbl Unu
OCTaHOBa He NPOBOAMTCH B MOMEHTbl annapaTypHOro OTKIOYEHUs MHAOPMaUMOHHOW cucTeMbl. B napameTtpax
perncTpaummn ykasblBaloTCa AaTta U Bpems BxoAa (Bbixoda) Nofb3oBaTens B CUCTEMY (M3 CUCTEMbI) UK 3arpy3ku
(ocTaHoBa) cUCTEMBI;

yyeT BCeX 3awmaemMbiXx HOcuMTenem WMHGOpMauuMn C MOMOLLBIO UX MAapKUPOBKM W 3aHECEHWe YYeTHbIX
AaHHbIX B XXypHan yyeTa;

B) obecneveHne LenoCTHOCTH:

obecneyeHve LEMNOCTHOCTW MNPOrpamMMHbIX CpPeacTB  CUCTEMbl  3alMTbl  MEpPCOHaNbHbIX  AaHHbIX,
obpabaTtbiBaemMon MHOpPMaUMK, a TakkKe HEeU3MEHHOCTb nporpaMmMHoOn cpedbl. [lpn 3TOM LENOCTHOCTbL
NPOrpaMMHbIX CPEACTB NPOBEPSETCH NPU 3arpy3ke CUCTEMbI MO HANUYMIO UMEH (MAEHTUEUKATOPOB) KOMMNOHEHTOB
CMCTEMBI 3alUWTbl NEePCOHarnbHbIX AaHHbIX, LEeNOCTHOCTb MPOrpaMMHON cpedbl obecneynmBaeTcd OTCYTCTBMEM B
NHAOPMaLIMOHHOW CMCTEeMe CpeacTB pa3paboTkv 1 0TNaaku Nporpamm;

dumsnyeckas oxpaHa WHPOOPMALMOHHOM CUCTEMbl (TEXHUYECKMX CpedcTB W HocuTenen wHdgopmaumu),
npegycmaTtpmBaroLlas KOHTPOSb AOCTyna B NOMeLeHs MHPOPMAaLNOHHON CUCTEMbI MOCTOPOHHMX NuL, Hanuyve
HageXHbIX NPenaTCTBMIA ANS HECaHKLUMOHWPOBAHHOMO NMPOHMKHOBEHMS B MOMELLEHMA MHPOPMAaLNOHHON CUCTEMBbI
N XpaHunuiie Hocutenew nHdopmMaumm;

nepuogmyeckoe TecTUpOBaHWE YHKUMA CUCTEMbl 3aluTbl MEpPCOHANbHbIX AaHHbLIX MpPU  M3MEHEeHUU
nporpaMMHoOu cpefpbl 1 norb3osaTenen MHPOPMaLNOHHOW CUCTEMBbI C NOMOLLBIO TECT-NPOrpamMmm, UMUTUPYIOLLUX
NONbITKN HECAHKLMOHMPOBaHHOIO JOCTYNa;

Hannyne CpeacTB BOCCTAHOBMEHUS CUCTEMbl 3aliMTbl MEePCOHanbHbIX AaHHbIX, MpedycMaTpuBaoLwmxX
BeAeHue ABYX KOMUI NporpamMMHbIX KOMMOHEHTOB CPeACTB 3alUMTbl MHopMaLmu, nx nepuognyeckoe obHoBneHme
N KOHTPOJb paboToCnocobHOCTMH.

2.2. [Ona wvHQOpPMaUMOHHBLIX cuCcTeM 3 Knacca npyv  MHOrONONb30BaTENbCKOM pexume o0b6paboTku
nepcoHanbHbIX AaHHbIX M paBHbIX MpaBax OCTyna K HUM Monb3oBaTene NPUMEHSAIOTCS Creaylolme OCHOBHbIE
MeToAbl U Cnocobbl 3aLmMTbl MHOPMaLIMK:

a) ynpasneHune JOCTYNoOM:

naeHTudmKaLmsa 1 npoBepka NoAMHHOCTU NOMb30BaTENs NPU BXOAE B CUCTEMY NO naeHTMdmKaTopy (koay)
1 Naponto YCNOBHO-NOCTOAHHOIO AENCTBUA ANMHON HE MeHee LecTn ByKBeHHO-LMAPOBbIX CUMBOOB;

6) pernctpaums u yyer:

peructpaums Bxoga (Bbixoga) Monb3oBaTens B cuCTeMy (M3 cucTembl) NGO pervctpaums 3arpyskum u
MHULManu3aumm onepaumoHHON CUCTEMbl U ee MPOrpaMMHOro octaHosa. Permctpaumsa Bbixoga w3 CUCTEMbl UMK
OCTaHOBa He MPOBOAMTCA B MOMEHTbI annapaTypHOro OTKMYeHMs MHOPMaLMOHHON cuctembl. B napametpax
permcTpaumm ykasblBaloTca gata u Bpems Bxofa (Bbixoga) nonb3oBaTens B CUCTEMY (M3 CUCTEMbI) UNWU 3arpysku
(ocTaHoBa) cMcTEeMbI, pe3ynbTaT NonbITKK BXxoda (yCrnewHas unv HeycnewHas);

yyeT BCeX 3awmwaemMbiXx HocuTenen WMHGoOpMauuMn C MOMOLLBIO UX MAapKUPOBKA W 3aHECEHWe YYeTHbIX
AaHHbIX B XXypHan yyeTa;

B) obecneyeHne LENOCTHOCTU:

obecrneyeHne LENOCTHOCTU MpPOrpaMMHbIX CpeACTB  CUCTEMbl  3aliUTbl  MEPCOHarbHbIX  AaHHbIX,
obpabaTbiBaeMoOn MHoOpMaLMM, a Takke HEW3MEHHOCTb nporpaMMHOM cpedbl. [lpM 3TOM  LENOCTHOCTb
NporpamMmMmHbIX CPEACTB MPOBEPSAETCA NPU 3arpy3ke CUCTEMbI MO HANMYMI0 UMEH (MAEHTUMUKATOPOB) KOMMNOHEHTOB
CMCTEMBbI 3aLUWTbl MEPCOHanbHbIX AaHHbIX, @ LEeNOCTHOCTb NPOrpamMmmMHON cpefbl obecrnevymBaeTcs OTCYyTCTBUEM B
NMH(OPMALIMOHHON CUCTEMe CpedcTB pa3paboTku 1 OTragkM nporpaMm BO BpeMs 06paboTku u (unn) xpaHeHus




3awmuaemMon nHopmMmauuu;

dusnyeckas oxpaHa  MHGPOPMALMOHHOM  cucTembl  (YCTPOMCTB WM HocuTenenh  uHdopmaumn),
npegycMmaTtpuBatolLlas KOHTPOrb JOCTyNa B NOMeLEeHUsT MHPOPMALMOHHOW CUCTEMbI MOCTOPOHHUX UL, Hanu4me
HaZeXHbIX NPENATCTBMN AN HECAHKLMOHMPOBAHHOIO NMPOHUKHOBEHUS B MOMELLEHUS MHAOPMALMOHHOW CUCTEMBI
W XpaHunuilie HocuTenen nHdopmMmaunu;

nepvoamnyeckoe TecTMpoBaHMe QYHKUMA CUCTEMbl 3allnUTbl MEpPCOHamnbHbIX AaHHbIX MpU U3MEHEHUU
nporpaMMHoON cpefpbl 1 nornb3oBaTenen MHPOPMALNOHHOW CUCTEMbI C MOMOLLBIO TECT-NPOrpamMm, UMUTUPYIOLLLUX
NONbITKN HECAHKLMOHMPOBaHHOIO JOCTYNa;

Hanuuve cpeacTs BOCCTAHOBMEHWUS CUCTEMbI 3alMTbl MEPCOHanbHbIX AaHHbIX, NpeaycMaTpuBaloLLnX
BeeHWe ABYX KOMWI NPorpamMmMHbIX KOMMOHEHTOB CPeACTB 3allnThl MHpOpMaLun, nx nepunognyeckoe obHoBneHne
N KOHTPOSb paboTOCNOCOBHOCTH.

2.3. Ona vHQOpPMaUUOHHBLIX CUCTEM 3 Knacca NpyM MHOFOMOJMIb30BaTENBbCKOM pexume o06paboTku
nepcoHanbHbIX OaHHbIX M pasHbIX MpaBax AOCTyna K HMM MONb30oBaTenien NpUMMEHSATCA Creaylowmne OCHOBHbIE
MeTOAbl M CNOCO0bI 3aLUNTbI MHOPMaLU:

a) ynpaBrneHue JOCTYMNOM:

naeHTudurKkaums u MpoBepka MNOANWHHOCTM MNONb3oBaTens npu Bxoge B CUCTEMY MO MNaporto
YCIOBHO-NOCTOSAHHOIO AENCTBUSA ASIMHHOW HE MeHee LiecTn GyKBEeHHO-LUN(POBLIX CUMBOIIOB;

0) pernctpaums n yyer:

pernctpaums Bxoga (Bbixoda) nonb3oBaTens B CUCTEMY (M3 cucTeMbl) nNMBO perncTpaums 3arpysku u
NHULManu3aumm onepaumoHHON CUCTEMbl U ee MPOrpaMMHOro octaHosa. Permctpaums Bbixoga w3 CUCTEMbl UIK
OCTaHOBa He MPOBOAMTCA B MOMEHTbI annapaTypHOro OTKMYeHUs MHAOpPMaLMOHHON cuctembl. B napametpax
permcTpaumm ykasblBaloTCca gaTta u Bpemsi Bxoda (BbIxOAa) nonb3oBaTens B CUCTEMY (M3 CUCTEMbI) UNN 3arpysku
(ocTtaHoBa) cucTembl, pesynbTaT MONbITKM Bxoda (ycnewHasi WnvM HeycnewHasl), ungeHtudpumkatop (kog wnm
dhamnnusa) nonb3oBaTens, NPeAbABEHHbIN MPU NONbITKE 4OCTYNa;

yyeT BCeX 3aluMlaemMblX HOcuTenen MHGOopMauum C MOMOLLLI0 MX MAapKUPOBKM W 3aHECEHME YYETHbIX
OaHHbIX B XXypHan yyeTa ¢ oTMeTKon 06 nx Bblgade (npueme);

B) obecneveHne LenoCcTHOCTH:

obecrneyeHve LEMNOCTHOCTM MNPOrpamMMHbIX CPeACcTB  CUCTEMbI  3aliMTbl  MEPCOHANbHbIX  AaHHbIX,
obpabatbiBaemon MHOpPMaLUKW, a Takke HEeu3MEeHHOCTb nporpammHon cpedbl. [lpy 3TOM  LEnOCTHOCTb
NporpaMMHbIX CPEeACTB MPOBEPSIETCS MPU 3arpy3ke CUCTEMbI MO KOHTPOMbHbIM CyMMaM KOMMOHEHTOB CpPEACTB
3alWmMTbl MHAOPMAaLMK, a LenoCTHOCTbL NPOrpaMMHON cpedbl obecnevymBaeTcs UCNOMb30BaHMEM TPAHCNSTOPOB C
A3bIKOB BbICOKOrO YPOBHSI U OTCYTCTBMEM CpPEeACTB Moaudukauum OOBLEKTHOro koga nporpaMMm B npouecce
06paboTkn 1 (MNn) XxpaHeHns 3amwaeMon nHdopmaumm;

dmsndeckad oxpaHa WMHAPOPMALMOHHOMW  cUCTEMbl  (YCTPOWCTB M HOCUTENnen  mHdopmaumm),
npegycmaTtpuBatollas KOHTposb JOCTyna B NoMeLeHns MHPOPMALMOHHONW CUCTEMbI NMOCTOPOHHMX MWL, Hannyne
HaZeXHbIX NPENATCTBMI AN HECAHKLMOHUPOBAHHOIO NMPOHUKHOBEHUSA B MOMELLEHUS MHOPMALMOHHON CUCTEMBI
N XpaHunuie Hocutenen nHgdopmaumu;

nepuoanyeckoe TECTUMPOBAHWE YHKUMA CUCTEMbl 3alUMTbl NEPCOHANbHbIX AaHHbIX MpPU U3MEHEHUM
nporpaMmHoN cpefbl U nornb3oBatenen MHOPMaLNOHHON CUCTEMBI C MOMOLLBI TECT-MPOrpaMm, UMUTUPYHOLLINX
NONbITKN HECAHKLMOHMPOBaHHOIO JOCTYNa;

Hanuune cpeacTB BOCCTAHOBMEHUS CUCTEMbI 3alMTbl MEPCOHANbHbIX OaHHbIX, NpPeaycMaTpyBalLLNX
BeAEHME OBYX KOMUA NPOrpaMMHbIX KOMMOHEHT CPeACTB 3alumTbl MHOpMaLMK, UX nepnognyeckoe oGHoBNEHNE n
KOHTPOIb paboTOCNOCOOHOCTMH.

2.4, BbesonacHoe MeXCeTeBOe B3aMMOLENCTBME ANA MHAPOPMALMOHHBIX CUCTeM 3 Kracca npu ux
MOOKIMIOYEHUN K CEeTaAM MeXZyHapogHoro uHpopmMaunoHHoro obMeHa, a Takke Ans  pacrnpegerieHHbIX
MH(OPMALIMOHHBIX cucTeM 3 Kknacca npuv WX pasgeneHun Ha MNOACUCTEMbl LOCTUraeTcs MnyTeM MNpPUMEHEHWS
CpencTB MEXCETEBOIO 3KPaHNPOBaHMS (MEXCETEBbIX 3KPAHOB), KOTOpblE 0b6ecneyYnBaloT:

UNbTpaLUMIO Ha CETEBOM YPOBHE Afsl KaXOOoro CeTeBOro naketa He3aBuMCMMO (pelleHue o dunbTpaumm
NPUMHUMAETCA Ha OCHOBE CETEBbLIX afpeCcoB OTNPaBUTENSA U Nony4vaTens WiyM Ha OCHOBE APYrMX 3KBUBANEHTHbIX
aTpmnbyToB);

NOEHTUdMKALNIO U ayTeHTUdMKALNI0 agMUHUCTPaTOpa MEXCETEBOr0 aKpaHa NMpu ero nokarbHbIX 3anpocax
Ha JocTyn No nageHTudukaTopy (Koay) 1 naponto YyCroBHO-NOCTOSHHOIO OEeNCTBUS;

peructpaumio Bxoda (BbIxoda) aAMMHUCTpAToOpa MEXCETEeBOro 3KpaHa B cucTtemMy (M3 cuctembl) nmbo
3arpys3ku U MHUUManuM3aumm CUCTEMbl U €e MPOorpamMHOro OCTaHoBa (perucTpauus Bbixoga M3 CUCTEMbI He
NMPOBOAWTCSA B MOMEHTbI annapaTypHOro OTKIMYEHUS MEXCEeTEBOro aKpaHa);

KOHTPOIIb LeNOCTHOCTU CBOEWN MPOrpaMMHON U UHPOPMALIMOHHON YacTw;

PUNbTpaUMIo NakeToB CYXeOHbIX MPOTOKOMIOB, CRYXalmMx ANS OWarHoCTUKM W yrnpaereHuss paboTon
CETEBbIX YCTPOWCTB;

BOCCTaHOBIIEHNE CBONCTB MEXCETEBOrO 3KpaHa nocre cboeB u 0TkazoB 060pynoBaHUS;

pernaMeHTHoe TecTUpoBaHWMe peanu3auun npasun  unbTpauuu, npouecca WAeHTUUKaLMN |
ayTeHTMdMKaALUUM aaMUHUCTPaToOpa MEXCETEBOro 3KpaHa, Mnpouecca perncrpauuv OeicTBui agMuHucTpartopa
MEXCETEBOr0 3KpaHa, Mpouecca KOHTPOMS 3a LEeNOCTHOCTbIO MNPOrpamMHON M UMHOPMAUMOHHOW 4YacTw,
npouenypbl BOCCTAHOBMEHMS.

MexceTeBble 3KpaHbl, KOTOpble 00eCcrneyYnBaoT BbIMOSTHEHUE YKa3aHHbIX Bbille (DYHKLUUA, MPUMEHSIOTCA B




pacnpegeneHHbIX MHAOPMAaLMOHHBLIX cuctemax 2 1 1 KnaccoB Npu UX pasfernieHnn Ha OTAeNbHbIE YacTy.

Mpu pasgeneHun MHEMOPMALMOHHOW CUCTEMbI MPU MOMOLLM MEXCETEBbIX 3KPAHOB Ha OTAENbHblE 4acTu
CUCTEMbl ONA yKa3aHHbIX YacTel CUCTEMbl MOXET ycTaHaBnuBaTbCs 0Oomee HU3KMA Knacc, 4Yem Aansi
MHOPMALIMOHHON CUCTEMbI B LIEMOM.

3. Metogbl u cnocobbl 3awmTbl MHOPMaLMU OT HeCaHKLUMOHMPOBAHHOIO AocTyna, obecnedvvBarowue
YHKUMM ynpaBneHms AOCTYNOM, permcTpaumu u y4eta, obecneyeHms LenocTHOCTN 1 6e30nacHOro MexXceTeBoro
B3aMMOAENCTBMA ANs MHPOPMALIMOHHBLIX CUCTEM 2 Knacca.

3.1. Ons wHMOPMALMOHHBIX CUCTEM 2 Knacca npyv OAHOMOMb30BaTENbCKOM pexume o06paboTku
nepcoHarnbHbIX NPUMEHSAIOTCA BCe MeTOoAdbl U Cnocobbl 3aLnTbl MHGPOPMaLMM OT HECAHKLLMOHMPOBAHHOIO AOCTYNa,
COOTBETCTBYIOLLME MHAPOPMALMOHHBIM ccTeMaM 3 Knacca nNpu ogHOMNOMNb30BaTENbCKOM pexmme 06paboTku.

3.2. [Ona wvHMOPMALMOHHBIX CUCTEM 2 Krnacca MpuM MHOronofb30BaTENbCKOM pexume o06paboTku
nepcoHanbHbIX AaHHbIX M paBHbIX NpaBax 4OCTyMNa K HMM Nofib3oBaTenen NpMMEHS0TCS BCe MeToabl U cnocobbl
3alWMTbl MHAOPMaLMN OT HECaHKUMOHMPOBAHHOIO AOCTYyMa, COOTBETCTBYHOLME MH(OPMALUOHHBIM cuctemam 3
Knacca npyv MHOTOMoJsib30BaTeNIbCKOM pexmMe obpaboTkM MepcoHarnbHbIX AAHHBIX U PaBHbIX MpaBax AoCTyna K
HVMM nonb3oBaTenen.

3.3. [Ona WHQOPMaUMOHHBLIX CUCTEM 2 Krnacca nNpyv MHOMOMONb30BaTENbCKOM pexume 0b6paboTku
nepcoHarnbHbIX AaHHbIX M pa3HbIX NpaBax AOCTyna K HUM nonb3oBaTenen peanusyloTca Bce MeTOoAbl U Cnocobbl
3alMTbl MHAOPMAaLMN OT HECaHKUMOHMPOBAHHOIO AOCTYMa, COOTBETCTBYHOLUME MHAPOPMALUOHHBIM cuctemam 3
Knacca npu MHOrononb30BaTenbCKkoM pexunme obpaboTkM nepcoHanbHbIX AaHHbIX U pasHbIX nNpaBax AocTyna K
HUM Nonb3oBaTenen.

3.4. BesonacHoe wMexceTeBoe B3auMOLENCTBME ANA MHPOPMALMOHHBIX CUCTEM 2 Kracca npu ux
NOAKIMIOYEHNN K CETAM MeXZyHapoOHOro MHPOPMaLMOHHOro obMeHa JOoCTUraeTcs nyTeM NpUMEHEHUs CPeacTB
MEeXCEeTEBOro aKpaHMPOBaHUsI, KOTopble obecneynBatoT:

PUNbTPaLMIO Ha CETEBOM YPOBHE HE3aBUCUMO AN KaXKOOro CeTeBOro naketa (pelweHue o dunbTpauum
NPUHUMAETCA Ha OCHOBE CETEBbLIX afpecoB OTNPaBUTENSA M NonyvaTens unn Ha OCHOBE APYrMX 3KBMBaNEHTHbIX
aTpmbyToB);

PUNbTpaUMIO NakeToB CHYXeOHbIX MPOTOKOMIOB, CRAyXalmx ANA OWarHoCTUKM W yrpaerieHus paboTon
CETEBbIX YCTPOWCTB;

uUnbTpaLmMIo C Y4ETOM BXOOHOIMO U BbIXOLHOMO CETEBOrO MHTEpdEnca Kak CpeacTBa NpoBepkn NOANMHHOCTH
CeTeBbIX aApecos;

PUNbTPaLMIO C y4eTOM JH0BbIX 3HAYMMbIX MOMEN CETEBLIX MAaKETOB;

perncTpaumio 1 y4yet punbTpyeMbiX NakeToB (B MapameTpbl peructpauvy BKIIHYaATCA agpec, Bpemsi u
pesynbTat hunbTpaumm);

NOEHTUdMKALNIO U ayTeHTUdMKALUI0 agMUHUCTPaTOpa MEXCETEBOro aKpaHa NMpu ero nokarbHbIX 3anpocax
Ha JocTyn no naeHtTudukaTopy (Kogy) 1 Naponto YCrOBHO-NOCTOSAHHOTO AENCTBUS;

peructpaumio Bxoda (Bbixoda) aAMMHUCTpaTopa MEXCETEBOro 3KpaHa B cucTtemMy (M3 cuctembl) nmbo
3arpy3ku U MHUUMAnNM3aummM CUCTEMbI U €e MPOrpamMHOro OCTaHoBa (perucrpauusi Bbixo4a M3 CUCTEMBbI He
NPOBOANTCA B MOMEHTbI annapaTypHOro OTKMOYEHUS MEXCETEBOIO 3KpaHa);

pervcTpaumio 3anycka nporpamMmm 1 NpoLeccoB (3agaHui, 3agad);

KOHTPOIIb LeNIOCTHOCTU CBOEWN NMporpaMMHON U MHAOPMaLMOHHOM YacTu;

BOCCTaHOBIEHUE CBONCTB MEXCETEBOro 3KkpaHa nocrne cboes n 0TkazoB 060pyaoBaHUS;

pernaMmeHTHOe TecTUpOBaHWe peanu3aumvm npasun unbTpaumu, npouecca perucTpauuy, npouecca
noeHTumKkauum n ayteHTudmkaumm agMmMHMCTpaTopa MEXCETEBOro 3KkpaHa, mpolecca perncrpauun OencTeBum
agMUHUCTpaTopa MEeXCEeTEeBOro aKkpaHa, npoLecca KOHTPOns 3a LEeNOCTHOCTLIO MPOrpaMMHON U MHpOpMaLNOHHON
YyacTu, npoueaypbl BOCCTAHOBIEHUS.

4. Metogpl M cnocobbl 3awuTbl UMHGOPMaLUMM OT HECAHKLMOHMPOBAHHOrO [ocTyna, obecneynBaroLLme
byHKLMKN yNpaBneHns OOCTYMNOM, perucrTpauum n ydyeta, obecneyeHunss LerioCTHOCTM U 6e30MacHOro MeXceTeBoro
B3auMOAenCcTBUsS ANa MHPOPMALMOHHBIX cucTem 1 Kracca.

41. Ona wHPOPMAUMOHHBIX cucTeM 1 Knacca Mpu  OOHOMONBb30BaTENbCKOM pexume 06paboTku
nepcoHanbHbIX AaHHbIX NPUMEHSIOTCS CrieayoLmne OCHOBHbIE MeTOAb! U cnocobbl 3aLmTel MHpopMauuu:

a) ynpaBreHue JOCTYMNOM:

noeHTumkauma u  npoeBepka MOAMMHHOCTM NONMb30BaTeNns Mnpu BXOAE B CUCTEMY MO Naporito
YCITOBHO-NOCTOSIHHOIO AENCTBUSA OJSIMHOW HE MeHee LecTu 6yKBEHHO-LUU(POBLIX CUMBOIIOB;

0) pernctpaums n yyer:

peructpaums Bxoga (Bbixoga) Monb3oBaTens B cucTeMy (M3 cucTembl) nNnbo peructpaums 3arpysku u
WHULManun3aumm onepaumoHHOW CUCTEMbI U €e MPOrpaMMHOro ocTtaHoBa. Pernctpauus Bbixoda M3 CUCTEMbI UK
OCTaHOBa He MPOBOAMTCA B MOMEHTbI annapaTypHOro OTKMYEeHUs MHAOPMaLMOHHOW cucTembl. B napameTtpax
pervcTpaumm ykasbiBaloTcsl Aata u Bpemsi Bxoda (Bbixoga) nosnb3oBaTensi B CUCTEMY (M3 CUCTEMbI) UNU 3arpy3Kku
(ocTaHoBa) cMCTEMbI, pe3ynbTaT NoMNbITKK BXoAa (YCrneLHas Unm HeycnewuHas);

peructpaumsi Bblgadu nevatHbIX (rpadomyeckux) AOKYMEHTOB Ha OymaxkHbii HocuTenb. B napameTtpax
perMctpauMm ykasblBalTca Aata M BpeMs Bblgadm (obpalleHus K noacucteme BbiBoAa), KpaTKoe copepkaHue
OOKyMeHTa (HaumeHoBaHue, Bua, ko), cneumdukaumsa ycTponcTea Bbigadn (normdeckoe umsi (Homep) BHELIHero
YCTPOWCTBA);

y4yeT BCexX 3alMuaemMbix HocuTenen MHGAOPMauMM C MOMOLLBI MX MAapKUPOBKM U 3aHECEHWE Y4YeTHbIX




OaHHbIX B XXypHan y4eTa;

AyonvpyloLWmin yyeT 3almaemblx HocuTenen nHbopmaumm;

ouncTka (0bHyneHne, obesnnumMBaHne) ocBOOOXAaeMbIX 00nacTer onepaTMBHOM NaMATY MHOPMALIMOHHON
CUCTEMbI U BHELUHMX HOCUTEnen nHpopmaumm;

B) obecrneveHne LenoCTHOCTH:

obecneyeHve LENOCTHOCTW MNPOrpamMMHbIX CpPeacTB  CUCTEMbl  3alMTbl  NEPCOHaNbHbIX  AaHHbIX,
obpabaTbiBaeMon uHoOpMaLMK, a Takke HEW3MEeHHOCTb mnporpammMHOnN cpedbl. [lpu 3TOM ULENnOCTHOCTb
nporpaMMHbIX CPEACTB NPOBEPSIETCS NPU 3arpy3ke CUCTEMbI MO HANUYMI0 UMEH (MOEeHTUPMKATOPOB) KOMMOHEHTOB
cpeacTB  3awmTbl MHGOPMaUMK, a UenoCTHOCTb MporpaMmHoOn cpedbl obecnevmBaeTcsi OTCYTCTBMEM B
NHOPMALIMOHHOW CMCTEME CPeACcTB pa3paboTku 1 OTnagkM nporpamm;

dusnyeckans oxpaHa TEXHUYECKMX CpencTB WH(OPMALUOHHBIX CUCTeM (YCTPOMCTB U  HOcuTeneun
nHdopmaLmmn), npegycmaTprBaroLas NOCTOSTHHOE HanMyne oxpaHbl TEPPUTOPUMN U 34aHUS;

nepuognyeckoe TECTMPOBaHWE YHKUMA CUCTEMbl 3alUMTbl NEPCOHANbHbIX AaHHbIX MpU  M3MEHEHUM
NporpaMMHoON cpefdbl U nofb3oBaTtenen MHPOPMaLNOHHON CUCTEMBI C MOMOLLBI0 TECT-MPOrpaMm, UMUTUPYHOLLIMX
MONbITKN HECAHKLMOHMPOBAHHOIO JOCTYNa;

Hannyne CpPeAcTB BOCCTAHOBMEHUS CUCTEMbl 3alliMTbl MEPCOHamnbHbIX AaHHbIX, MpedycMaTpuBaoLLmX
BeAeHMe ABYX KOMui NporpamMmmMHbIX KOMNOHEHTOB CPeACTB 3alUmTbl MHpopMaumn, nx nepnognyeckoe obHoBeHue
N KOHTPOSb paboTOCNOCOBHOCTH.

4.2. [Ona wHpOpMaUMOHHBLIX cucTeM 1 Knacca npyv  MHOrononb30BaTeENbCKOM pexume 06paboTkm
nepcoHanbeHbIX AaHHbIX U paBHbIX MpaBax AOCTyNa K HUM MOMb3oBaTenen NPUMEHSAITCA cnegylolmne OCHOBHbIE
MeToAbl 1 cnocobbl 3aLuUThl MHGOPMaLMK:

a) ynpaBneHue OOCTYNOM:

naeHTudmrKaums 1 NnpoBepka NogIMHHOCTU NONb3oBaTenNsi NpU BXo4e B CUCTEMY MO naeHTudmkatopy (kogy)
1 MapOoo YCNOBHO-NOCTOSIHHOTO AENCTBUSA ANVHON HE MeHee LiecTh ByKBEHHO-LM(POBLIX CUMBOSIOB;

naeHTUdMKaLNS TEXHUYECKMX CPEeACTB MH(OPMALMOHHBIX CUCTEM W KaHaroB CBSI3W, BHELUHWX YCTPOWCTB
NHGOPMALIMOHHBIX CUCTEM MO UX NOTMYECKNM agpecamM (Homepam);

naeHTngukauusa nporpaMmm, TOMOB, KaTtanoros, annos, 3annucen, Nnonen sanucen No NMeHaw;

0) pernctpaums n yyer:

peructpaums Bxoga (Bbixoga) MOnb3oBaTens B cucTeMy (M3 cucTembl) nNnbo perumcTpaums 3arpysku u
MHMLManu3aumm onepaumoHHOW CUCTEMbl U ee MPOrpaMMHOro octaHosa. Permctpaumsa Bbixoga w3 CUCTEMbl UIn
OCTaHOBa He MPOBOAMTCA B MOMEHTbI annapaTypHOro OTKMYeHUs MHAOPMaLMOHHOW cucTembl. B napameTtpax
permcTpaumm ykasblBaloTca gata u Bpems Bxofa (Bbixoga) nornb3oBaTens B CUCTEMY (M3 CUCTEMbI) UNW 3arpy3ku
(ocTtaHoBa) cucTembl, pesynbTaT MONbITKM Bxoda (ycnewHass wWnvM HeycnewHas), ungeHtudukatop (kog wnm
hamnnusa) nonb3oBaTens, NPeAbABEHHbIN NPU NOMNbITKE AOCTYNA;

pervctpaumsi BblgayM nevyaTHbIX (rpacpmyeckux) OOKYMEHTOB Ha OymaxHbii HocuTenb. B napameTtpax
perMctpaumMm ykasblBalOTCA gaTta M Bpemsi Bblgadunm (obpalleHus K noacucTeme BbIBOAA), cneuudurkaums
YyCTPOMCTBa Bbldaun (NOrMYeckoe uMMsi (HOMep) BHELIHEro YCTPOWCTBA), KpaTkoe cogepkaHue [OKyMeHTa
(HaumeHoBaHue, BUA, WKAdP, Koa), naeHTUdMKaTOp Nofb3oBaTensi, 3anpoCUBLLETO JOKYMEHT;

pervctpaumsi 3anycka (3aBepLueHusi) nporpaMm U MpoLEeCcCcOoB (3afjaHui, 3agad), nNpefHasHadeHHbIX Ans
06paboTkn nepcoHanbHbIX AaHHbIX. B napameTpax pervctpaumy ykasbiBalOTCS daTa U BpeMs 3anycka, ums
(npeHTndukaTop) Nporpammel (Npouecca, 3agaHus), MAeHTUdUKaToOp nonb3oBaTens, 3anpoCKBLLErO Nporpammy
(mpouecc, 3agaHne), pesynbTarT 3anycka (yCrneLuHbIW, HeyCneLwHbIn);

perMctpaums nonbITOK AOCTyna nporpaMMHbIX Cpeacts (mporpamm, MpoueccoB, 3ajad, 3ajaHun) K
3awmuwaemblm pannam. B napametpax peructpaumm ykasbiBalOTCA AaTta M BpeMs MOoMbITKM JocTyna K
3awuiaemMomy anny ¢ ykasaHuem ee pesynbrata (ycrnelwHasi, HeycnelwHas), ngeHtndumkaTop nonb3oBarens,
cneundukaumns sawmwaemoro ganna;

peructpaumsi MonblTOK [OCTyna MpOrpaMMHbIX CPEACTB K AOMOSMHUTENbHLIM 3aliMlaeMbiM OObekTam
gocTtyna (TepMyHanam, TEXHUYECKMM cpeacTBaM, y3nam CeTu, NMMHUSAM (KaHanam) CBA3W, BHELLUHUM YCTPOWCTBaM,
nporpaMmmam, Tomam, Kkatanoram, darnam, 3annucsam, nonam 3anucewn). B napameTpax pervctpaumy ykasbiBaloTCs
4arta 1 BpeMs NomnbITKU JOCTyNa K 3aliMiaeMoMy obbeKTy C ykaszaHneM ee pesynbTraTa (ycrnelHas, HeycnelHas),
naeHTudmKaTop nNonb3oBaTens, cneumdukauns almaeMoro oobekTa (normyeckoe ums (Homep));

yyeT BCeX 3alumuaemMblX HOcuTenenh MHQOpMauuMu C NOMOLLbID MX MAapKUPOBKM U 3aHECEeHUe YYeTHbIX
AaHHbIX B KypHan yyeta ¢ oTMeTKon 06 nx Bblgaye (npueme);

AyonvpyoLwmn yyeT 3awmiaemblx HocuTenen nHopmaumu;

o4yuncTka (06HyneHve, obesnnuuBaHne) ocBoboxxaaembix obnacrten onepaTMBHON NAMATU MHPOPMALMOHHbIX
CUCTEM W BHELLUHUX HocuTenen nHdopmauuu;

B) obecrneveHne LIenoCTHOCTY:

obecneyeHve LENOCTHOCTM MNPOrpamMMHbIX CPeACTB  CUCTEMbI  3alMTbl  MEPCOHAsNbHbIX  AaHHbIX,
obpabatbiBaemon MHoOpMaLMKn, a Takke HEM3MEHHOCTb NMporpamMmmHon cpefbl. Mpu 3TOM LenoCTHOCTb CUCTEMbI
3aLUMTbI NEePCOHanbHbIX AaHHbIX MPOBEPSAETCA MpPU 3arpy3ke cUCTEMbI MO HanMUMK UMEeH (MOEeHTUMNKATOPOB) ee
KOMMOHEHT, a LeNoCTHOCTb MPOrpaMMHoON cpefbl obecneynBaeTcsi OTCYTCTBMEM B MHAOPMALMOHHON CUCTEME
cpencTB pa3paboTkM 1 OTnagKkn nporpamm;

dm3myeckad oOxpaHa TEeXHUYECKMX CPeAcTB WHEPOPMALMOHHOW CUCTEMbI (YCTPOMCTB M HOCUTENen
nHdpopmaumm), npegycmaTprBaroLas NOCTOSHHOE Hannyne oxpaHbl TEPPUTOPUN U 34aHUS;




nepruognyeckoe TEeCTMPOBaHWE YHKUMA CUCTEMbl 3alMTbl MEPCOHANbHbIX AaHHbIX MpPU  M3MEHEHUM
nporpaMMHON cpefbl 1 nosibdoBatenen MHPOPMaLMOHHON CUCTEMbI C NMOMOLLLIO TECT-NPOorpamMm, UMUTUPYIOLLMX
MONbITKN HECAHKLMOHMPOBAHHOIO JOCTYNa;

Hannyne CpeAcTB BOCCTAHOBMEHUS CUCTEMbl 3aliMTbl MEePCOHanbHbIX AaHHbIX, MpedycMaTpuBaoLwmX
BeAeHve ABYyX KOMWI NporpamMMHbIX KOMMOHEHTOB CPeACTB 3alUMTbl MHopMaLmu, nx nepuognyeckoe obHoBreHme
N KOHTPOSb paboTOCNOCOBHOCTH.

4.3. [Ona wHdOpMaUMOHHBLIX cucTeM 1 Knacca npyv  MHOrononb30BaTeENbCKOM pexume 06paboTkm
nepcoHarnbHbIX OaHHbIX M pasHbiX MpaBax AOCTyna K HAM MOnb3oBaTenen NpuMEHSTCA crneaylowmne OCHOBHbIE
MeToAbl 1 cnocobbl 3aLuUTbl MHGOPMAaLMK:

a) ynpaBneHue JOCTYNOM:

naeHTnrkauusa n npoeepka NoANMHHOCTM NOMb30BaTENs NPU BXOA4E B cUCTEMY No uaeHTudmkaTopy (koay)
1 MapOoro YCNIOBHO-NOCTOSIHHOIO AENCTBUSA ANVHON HE MeHee LiecTn ByKBEHHO-LM(POBLIX CMMBOIIOB;

naeHTudrKaunss TepMUHANoB, TEXHUYECKUX CPEACTB, Y3MOB CETU, KaHanoB CBSA3M, BHELUHMX YCTPOWCTB Mo
NOrMYECKUM MMEHAM;

naeHTnukauusa nporpaMmm, TOMOB, KaTtanoros, annos, 3annucen, nonen sanucen No NMeHaw;

KOHTPOMb JOCTyNa nonb3oBaTenen K 3alywaemMblM pecypcam B COOTBETCTBMM C MaTpULIEN JOCTYNa;

0) perncTtpaums n yyer:

pernctpaumsa Bxoda (Bbixoda) nornb3oBaTernien B CUCTEMY (M3 CUCTEMbI), NGO peructpauus 3arpysku u
NHULManu3aumMm onepaumoHHON CUCTEMbl U ee MPOrpaMMHOro octaHosa. Permctpaums Bbixoga w3 CUCTEMbl UMK
OCTaHOBa He MPOBOAMTCA B MOMEHTbI annapaTypHOro OTKMYEeHUs MHAOPMAaLMOHHOW cucTembl. B napameTtpax
permcTpaumm ykasblBaloTca gata v Bpems Bxofa (Bblxoga) nornb3oBaTens B CUCTEMY (M3 CUCTEMbI) UNU 3arpy3ku
(ocTtaHoBa) cucTembl, pesynbTaT MONbITKM Bxoda (ycnewHass WnuM HeycnewHas), naeHtudukatop (kog wnm
dhamnnua) nonb3oBaTensd, NpeabsBlEHHbI MPU MOMNbITKE AOCTYNa, KOA4 WAM Naporib, MNpeabsBlEeHHbIA Npwu
HeyCneLIHON MONbITKE;

peructpaumsi BblgayM nevyaTHbIX (rpacpmyeckux) OOKYMEHTOB Ha OymaxHbii HocuTenb. B napameTtpax
peructpaumMm ykasblBalOTCA [faTta M Bpemsi Bblgaunm (obpalleHus K noacucTemMe BbIBOAA), chneuudurkaums
YyCTPOMCTBa Bbldayu (normyeckoe uMsi (HOMep) BHELIHEro YCTPOWCTBA), KpaTKoe coAepXaHwe [OOKyMeHTa
(HaumeHoBaHue, BMA, WKAdP, Koa), naeHTUdMKaTOp Nofb3oBaTensi, 3anpoCUBLLETO JOKYMEHT;

perncTpaums 3anycka (3aBepLueHusl) nporpaMm U MNpOLIeCCOB (3agaHwn, 3agad), npegHasHayeHHbIX Ons
06paboTkn nepcoHanbHbIX AaHHbIX. B napameTpax peructpaumm ykasblBalTCa gata M Bpems 3anycka, Ums
(noeHTnbukaTop) nporpammel (Npouecca, 3agaHus), MAeHTUUKaTop nonb3oBaTens, 3anpoCKBLLErO Nporpammy
(mpouecc, 3agaHune), pesynbTaT 3anycka (yCrneLuHbIn, HeYyCneLHbIn);

perMctpaums MomnbiTOK AOCTyna MporpaMMHbIX CPeAcTB (mporpaMm, MpoueccoB, 3agad, 3ajaHun) K
3awmwaemblm pannam. B napametpax peructpaumMM ykasbiBalOTCs gata M BpPeEMS MOMbITKM JocTyna K
3awmwaemomy danny ¢ ykasaHuem ee pesyrnbTata (ycnelwHas, HeycnewHas), uaeHTudukaTop nonb3oBaTens,
cneundukaumna sawwmaemoro ganna;

pervctpaumsi MonblTOK [OCTyna MpOrpaMMHbIX CPEACTB K AOMOSHUTENbHbIM 3aliMlaeMbiM OObekTam
gocTtyna (TepMyHanam, TEXHUYECKMM cpeacTBaM, y3nam CeTu, NMMHUAM (KaHanam) CBA3W, BHELUHUM YCTPOWCTBaM,
nporpaMmmam, Tomam, katanoram, darnam, 3anucsam, nonam 3anucewn). B napametpax permctpaumm ykasbiBaroTcs
Aarta 1 BpeMs nomnbITKU JOCTYNa K 3awmiaeMoMy obbekTy C ykaszaHneM ee pesynbtaTa (ycnewHas, HeycneluHas),
naeHTudmkaTop nonb3oBartens, cneumdrkaums awmwaemMoro obbekTa (normyeckoe Mms (Homep));

yyeT BCeX 3aluMaemblX HOCMTenenh MHgOpMauum C MOMOLLBID MX MapKMpPOBKM M 3aHECEHUe Y4eTHbIX
AaHHbIX B KypHan yyeTa ¢ oTMeTKkon 06 nx Bblgaye (npueme);

o4yuncTKka (06HyneHne, obesnuumBaHue) ocsoboxagaembix obnacten onepaTMBHOW NaMaTy UHOOPMALMOHHOM
CUCTEMbI U BHELLHMX HaKonuTenewu;

B) obecrneveHne LIenoCTHOCTY:

obecneyeHve LEMOCTHOCTU MNPOrpamMMHbIX CPEeACTB  CUCTEMbl  3alUMTbl  MEPCOHANbHbLIX  AaHHbIX,
obpabaTtbiBaemon MHOpMaLMK, a Takke HEM3MEHHOCTb NMporpamMmmHon cpefbl. Mpu 3TOM LenoCTHOCTb CUCTEMBI
3alUMTbl NepCcoHarbHbIX AaHHbIX NMPOBEPSETCHA MpU 3arpy3ke CUCTEMbl MO KOHTPOMbHbBIM CyMMam KOMMOHEHTOB
CUCTEMBbI 3aluTbl, @ LENOCTHOCTb MPOrpaMMHON cpedbl obecneynmBaeTCcs MCMONb30BaHMEM TPAHCMSITOPOB C
A3bIKOB BbLICOKOrO YPOBHSI WU OTCYTCTBMEM CPEACTB MOAMMUKAUUM OOBEKTHOro koga MporpaMMm B Mpouecce
006paboTkn n (UNn) XxpaHeHUs NEPCOHanNbHbIX AaHHbIX;

du3myeckad OxpaHa TEeXHUYECKMX CPeAcTB WHEOPMAUMOHHOW CUCTEeMbl (YCTPOWCTB W HOCUTEnewn
nHdopmaumm), npegycMmaTpmsaioLas KOHTPOMNb AOCTyna B MOMELLEHUS MOCTOPOHHWUX NUL, Hamuume HageXHbIX
NpenaTCTBUMA AN HECAHKLMOHNUPOBAHHOMO MPOHMKHOBEHUS B MOMELLEHNST U XpaHUnu1Le HocuTenen nHcopmaumy;

nepuoguyeckoe TEeCTMPOBaHWE (YHKUMA CUCTEMbl 3almTbl MNEPCOHAamNbHbIX AAHHbLIX MPU  U3MEHEHUN
NporpaMmHoN cpefbl U nonb3oBaTtenen MHPOPMALNOHHON CUCTEMBI C MOMOLLBK TECT-MPOrPaMm, UMUTUPYHOLLMX
NONbITKN HECAHKLMOHMPOBAHHOIO JOCTYNa;

Hannyne CpPeAcTB BOCCTAHOBMEHUS CUCTEMbI 3alMTbl MEPCOHamnbHbIX AaHHbIX, MpeaycMaTpuBaoLLmMX
BeLileHWNe ABYX KOMUIA NPOrpamMMHbIX KOMMOHEHTOB CPEACTB 3aLUMTbl MHopMaLmm, Ux nepuognyeckoe obHoBNeHe
N KOHTPOIb paboToCnoCOBHOCTM!.

4.4. BbesonacHoe MexceTeBOoe B3auUMOAENCTBUE ANns MHPOPMALMOHHbIX cucTteM 1 knmacca npu ux
MOAKIIOYEHNN K CETAM MeXZyHapogHOro MHOPMAaLMOHHOro obMeHa JocturaeTcs nyTeMm NMPUMEHEHUS cpencTs
MEXCETEBOro 9KpaHMPOBaHWs, KOTOpble o6ecneymBaloT BbINOMHEHUE CReayoLWwmnX QyHKLWNIA:




PuUNbTpaUMI0 Ha CETEBOM YpOBHE Afsl KaXAOoro CeTeBOro naketa He3aBuMCMMO (pelleHue o dunbTpaumm
NMPMHUMAETCH Ha OCHOBE CETEBbIX agpecoB OTMNPaBUTENS W Nofy4vaTtens UM Ha OCHOBE OPYIMX SKBMBANEHTHbIX
aTpunbyToB);

PUNbTPaUMIO NakeToB CHYXeOHbIX MPOTOKOMIOB, CRAyXalmx ANd OWarHoCTMKM W yrnpaereHus paboTon
CeTeBbIX YCTPOUCTB;

PUNbTPaLMIO C Y4€TOM BXOOHOIO M BbIXOQHOMO CETEBOrO MHTepdenca kak cpeacTsa NpoOBEpPKN NOATTMHHOCTM
CeTeBbIX aApECOB;

PunbTpaLmIo ¢ y4eTOM MobbiX 3HAYNMbIX NOSEN CETEBbIX NAKETOB;

PUNbTPaUMIO Ha TPAHCMOPTHOM YPOBHE 3arnpOCOB Ha YCTaHOBMEHWE BUPTYarbHbIX COEAMHEHUN C YY4ETOM
TPaHCMOPTHbLIX a4pecoB OTNpaBMTENs U NonyyaTens;

GUNbTPaUMIO Ha NPUKNaaHOM YPOBHE 3anpoCcoB K NPUKMaAHbIM CepBUCaM C Y4E€TOM NPUKagHbIX aapecos
OoTnpaBuTENs 1 NonyvaTens;

dunNbTpaUMIo C y4eTOM AaTbl U BpEMEHW;

ayTeHTMdMKaLMIO BXOOAWMX M UCXOOAWMX 3anpoCOB METOAaMu, YCTOMYMBBIMW K MAaCCUBHOMY W (Mnn)
aKTMBHOMY NPOCNYLUIMBAHWIO CETU;

peructpaumio M ydeT unbTpyembiX NakeToB (B MapamMeTpbl perncrpauumn BKIIOYalTCA agpec, Bpems U
pe3ynbTaTt unbTpaumm);

pervcTpaumio 1 y4eT 3anpocoB Ha YyCTaHOBMNEHME BUPTYyarbHbIX COEANHEHWI;

NOKanbHYO CUrHanM3aumio NOMbITOK HapyLLEeHUs npasun gunbTpauum;

NOEHTUdUKALMIO U ayTeHTUMdUKaLUI0 agMUHUCTpaTopa MEXCETEBOro 3KpaHa npu ero fokanbHbIX 3anpocax
Ha JOoCTyn no naeHtTudukaTopy (Kogy) 1 naporio YCNOBHO-NOCTOAHHOIO AENCTBUS;

npegoTBpalleHne [ocTyna HeMaeHTUMUUMPOBAHHOMO MNONb3oBaTensd WNW Nonb3oBaTens, MOANWHHOCTb
naeHTudmrKaLmMm KOToporo nNpu ayTeHTUgMKaLnmM He NOATBEPAMIIACD;

naeHTUdMKaLNIO U ayTEHTMdMKALMNIO agMUHUCTPaTOPa MEXCETEBOIO 3KpaHa Npuv ero yaaneHHbIX 3anpocax
MeTodaMu, YCTOMYMBBIMUM K MACCMBHOMY M akTUBHOMY nepexsaTty nHdopMauuuy;

peructpaumio Bxoda (Bblxoda) aAMMHUCTpaToOpa MEXCETEBOro 3KpaHa B cucteMy (M3 cuctembl) nmbo
3arpy3km U MHUUMAnNM3aumm CUCTEMbl U €e MPOrpamMHOro OCTaHoBa (perucTpauusi Bbixo4a M3 CUCTEMBbI He
NPOBOANTCA B MOMEHTbI annapaTypHOro OTKMOYEHWS MEXCETEBOIO 3KpaHa);

pervcTpaumio 3anycka nporpamMmm 1 npoLeccoB (3agaHni, 3agad);

pervcTpaumio 4encTBMa agMMHMCTpaTopa MeXCeTeBoro akpaHa no U3MEeHeHMIo Npasun unbTpaumm;

BO3MOXHOCTb AMCTAHUMOHHOIO yMpaBfeHus CBOMMW KOMMOHEHTaMu, B TOM 4uUCre BO3MOXHOCTb
KOH(purypuposaHns  unbTpOB, NPOBEPKM  B3aUMHOW  COINAcOBaHHOCTM  Bcex (punbTpoB, aHanmsa
permcTpaumoHHOn nHpopmauuw;

KOHTPOIb LLeNOCTHOCTU CBOEN NPOrpaMMHON 1 MHADOPMAaLMOHHOM YacTy;

KOHTPOMb LENOCTHOCTU MPOrpaMMHON U MHGOPMALIMOHHOW YacTu MEXCETEBOrO 3KpaHa MO KOHTPOSbHbLIM
cyMmam;

BOCCTaHOBIEHNE CBONCTB MEXCETEBOrO 3KpaHa nocrne cboeB n 0TkazoB 060pynoBaHUS;

pernaMeHTHOe TeCcTUPOBaHWE peanu3aumyM npasun  GuUnbTpauuuK, npouecca perncrpauum, npouecca
naeHTudmkaumMm 1 ayTeHTuduKaumum 3anpocos, npouecca naeHtTudgmrkaumm n ayTeHTMdukauumn agmMmuHicTparopa
MEeXCeTeBOro 3aKpaHa, npouecca perucrpauum AencTBUW agMUHUCTpaTopa MEeXCEeTeBOro 3KpaHa, npouecca
KOHTPOMS 3a LeNOoCTHOCTbIO MPOrpaMMHON 1 MHAPOPMAaLIMOHHON YacTu, Npoueaypbl BOCCTAHOBMEHUS.

5. AHanu3 3alWuWeHHOCTU MpOBOAMTCA AnA  pacnpefeneHHblX  UHMOPMAUMOHHbIX  CUCTEM U
NH(OPMALIMOHHBIX CUCTEM, MOOKMIOYEHHbIX K CETAM MEXAyHapoAHOro WHMOPMaUMOHHOrO oOMeHa, nyTem
MCMNOMb30BaHNUs B COCTaBe WHEMOPMALMOHHOW CUCTEMbI MPOrpaMMHbIX WKW NpOorpammHo-annapaTHbIX CpeacTs
(cuctem) aHanm3a 3aLULLLEHHOCTMW.

CpenctBa (cucTembl) aHanmsa 3alUMLLEHHOCTM  OOMMKHbI  obecneymBaTb BO3MOXHOCTb  BbISABIIEHUS
yA3BMMOCTEN, CBA3AHHbIX C OLIMOKaMmM B KOHpMrypaumm nporpammHoro obecneyeHms MHPOPMaLMOHHON CUCTEMB,
KOTOpble MOryT ObITb UCMOMb30BaHbl HAPYLUUTENEM OIS peanu3aumm ataku Ha CUCTEMY.

6. OOHapyXeHue BTOPXEHWIA NPOBOAUTCHA AN WMHAPOPMALMOHHBLIX CUCTEM, MOOKMIOYEHHBLIX K CETSIM
MeXOyHapOo4HOro MHAOPMaLMOHHOrO obMeHa, MyTeM WCMNOMb30BaHWUA B cCOCTaBe WHMOPMALMOHHOW CUCTEMBI
NPOrpaMMHbIX UK MPOrpaMMHO-annapaTHbIX CPeacTB (CUCTEM) OOHAPYXXEHUSI BTOPXKEHUIA.

7. Ona nHdopMaumoHHbIX cucteM 1 knacca npuMMeHsieTcs nporpammHoe obecneveHvne CpeAcTB 3awuThbl
NHGOPMaLMK, COOTBETCTBYHOLLEE 4 YPOBHIO KOHTPONSA OTCYTCTBUS HEAEKITapnPOBaHHbIX BO3MOXHOCTEWN.




